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ABSTRACT

This paper discusses methods of using the Internet as a communications media between distributed generator sites to
provide new forms of loss-of-mains protection. An analysis of the quality of the communications channels between
several nodes on the network was carried out experimentally. It is shown that Internet connections in urban
environments are already capable of providing real-time power system protection, whilst rural Internet connections are
borderline suitable but could not yet be recommended as a primary method of protection. Two strategies of providing
loss-of-mains across Internet protocol are considered, broadcast of a reference frequency or phasor representing the

utility and an Internet based inter-tripping scheme.
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1 INTRODUCTION

Distributed generation currently accounts for a
relatively small proportion of installed capacity on the
UK grid, yet there are periods when circumstances
combine such that distributed generation (DG)
represents a considerable contribution to supply. It is
foreseeable that on a summer day when demand is low,
through a combination of high output from wind
turbines and use of diesel peak lopping schemes, DG
may become important to the security of the system.
Indeed, it is forecast that by 2010 installed DG capacity
may reach 30% of average load [1].

The connection of generators at distribution level is
governed largely by Engineering Recommendation G59,
“Recommendations for the Connection of Embedded
Generation Plant to Distribution Systems”. Part of this
document sets out the protection requirements for such
generators, and specifically states ROCOF and Vector
Shift standards (varying by distribution operator).

The problems associated with ROCOF and Vector Shift
relays are widely acknowledged; these include nuisance
tripping (tripping under normal network operations),
failure to identify trip conditions and variability in
response time to a trip condition.

A network dependant on a large percentage of DG will
suffer problems when, for example, a large in-feed is
lost. As DGs detect the resulting dip in frequency and
disconnect from the network the system frequency will
go into collapse, potentially leading to a large area
blackout.

Given the problems with DG protection, a system is
proposed which will utilise the telecommunications

network to provide a means of enhancing traditional
G59 protection schemes. The telecommunications
network will provide information as to what is
happening elsewhere on the network, reducing nuisance
tripping and providing a means of remote tripping
should a local relay fail to identify a trip condition.

The main focus of this paper is on the characteristics of
Internet Protocol (IP) across wide area networks. This
has been chosen in favour of leased line communication
schemes given the current roll-out of the BT 21
Century Network, 21CN, which proposes to emulate
leased lines over the BT IP based 21CN.

Experimental results detailing the characteristics of a
number of IP channel configurations are presented.
Methods for overcoming the variable latency of IP
networks are investigated. Technologies which might
utilise such a connection are discussed.

2 INTERNET PROTOCOL

The Internet is undoubtedly the world’s most persuasive
distributed communications network. It allows virtually
any type of data to be communicated almost anywhere
and is transparent as regards the communications
medium.

a) centralised c) distributed
Figure 1 Types of communication network

b) decentralised
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Figure 1 shows three types of communication networks,
although Baran suggests all networks essentially fall
into one of two types, centralised (Figure la) or
distributed (Figure 1c) [2]. Centralised networks are
characterised by their vulnerability should the central
node be destroyed. Even the decentralised network of
Figure 1b can be rendered inoperative with the
destruction of a small number of nodes. In contrast, a
distributed network will continue to operate even with a
large number of its nodes destroyed.

While the Internet shares characteristics with
decentralised networks in its physical construction on a
small scale (in a building), it is a distributed network on
a city, national and international scale, as in Figure 1c.

While a distributed network offers enhanced reliability,
the probability of communications arriving within a
specified time frame is less well defined. Distributed
networks have arisen mainly around communicating
time insensitive computer data (packets) and as such are
packet switched networks, as opposed to a circuit
switched network such as a classical telephone
exchange. The packets of data are conveyed by the
Internet Protocol, a “best effort” protocol which makes
no guarantees about the delivery of the packet. The
packet may arrive late, corrupt, out of sequence,
duplicated, or not at all.

IP is complimented mainly by two other protocols, TCP
and UDP. TCP/IP offers error correction, correct
sequencing of packets, flow control and guarantees
delivery of packets. UDP/IP provides a means of
delivering small bursts of data at speeds much quicker
than TCP/IP (but without any guarantees regarding
packet delivery or sequence).

2.1 Characterising IP

It is desirable to characterise the channel between two
nodes communicating by IP in order to determine if
they will be able to achieve one-way communication in
a time frame suitable for distributed generation
protection.

A typical G59 relay will take between 3 and 5 cycles of
one 50Hz phase to acquire frequency and phase angle.
Taking the mean, four cycles of 50Hz gives a time of
80 ms which will be the benchmark for this study.

Users of the Microsoft Windows operating system may
be familiar with the command ‘ping’ which may be
entered at the command prompt, followed by an IP
address, to return the round trip time in milliseconds of
sending a request to the remote address to echo a packet
back to the source.

From this a number of statistics can be determined, such
as the average time to send a packet to the remote node,
the inter-arrival time of packets at the remote node, rate

of packets failing to reach the remote node (loss rate)
among others.

Much research is available on inter-arrival time of
packets from the Voice over IP (VoIP) discipline,
mainly using high quality university to university
networks as the connection. What is lacking is the trend
of the round trip times of packets on an hour-by-hour,
day-by-day basis across low grade consumer broadband
connections likely to be found at distributed generation
sites (ADSL in rural, small, medium and large town
settings). This was addressed experimentally.

3 EXPERIMENTAL SETUP

To address the lack of adequate information regarding
the long term variability of round trip times on
consumer grade connections a set of computer stations
were deployed to a number of sites to record this data.
The round trip times were recorded using a program
similar to the Microsoft Windows ‘ping’ command,
except results are logged to file.

3.1 Virtual Private Networking

In this experiment a Virtual Private Network (VPN) is
used to link the stations. Although physically
communicating over a Wide Area Network (WAN) the
stations see each other as though they were connected to
a Local Area Network (LAN).

The VPN tool used in this setup is the freeware edition
of the commercial software “Hamachi”. The major
advantage of this tool over others is its ability to
traverse Network Address Translation (NAT) routers, a
common component of Internet security. NAT routers
are analogous to one-way valves; they let traffic through
from the inside out, but unless something is holding the
door open from the inside, traffic cannot get in.
Hamachi achieves this using an intermediate server,
Figure 2, to negotiate the tunnels through the NAT
routers, then establishes a direct connection between
peers without the server involved.

Figure 2 Hamachi NAT Router Traversal

Similar to many VPN tools, Hamachi encapsulates the
virtual LAN TCP packets within UDP packets for
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transport over the physical WAN. The TCP packets are
encrypted before UDP framing, providing end to end
security. This would be particularly important were this
VPN to be deployed between distributed generators, as
it would be essential to prevent unauthorised access to
their control systems or falsifying live status data. Steve
Gibson gives a detailed review of Hamachi in Episode
18 of grc.com’s “Security Now” feature [3].

3.2 Station Locations and Configuration

Four stations were deployed, three in Northern Ireland
and one in Co. Donegal, Republic of Ireland. Figure 3
gives their geographical locations.

ADSL(2)
Derry

Wireless
Donegal

b ADSL(1)
Belfast

QuB
Belfast

Figure 3 Geographical location of stations

Station QUB was located in Queen’s University Belfast,
connected to the Joint Academic Network (JANET)
which has a backbone speed of 10Gbit/s through the
Northern Ireland Regional Area Network (NIRAN)
which has a 1Gbit/s link to JANET [4]. This high
speed, low latency link makes the QUB site quite
atypical, but is useful as a reference point.

ADSL(1) and ADSL(2) are both 8Mbit/s domestic
broadband internet connections provided over a BT
telephone line. The same Internet Service Provider was
used for both connections. ADSL(1) is used solely for
email and web-browsing, representing light traffic.
ADSL(2) is used periodically for peer-to-peer services,
such as IPTV, representing heavy traffic. These types
of connections are expected to be widely available to
distributed generator sites in urban areas.

The fourth station, Wireless, is located in a rural part of
Co. Donegal. It is connected to the internet through a
number of 5SGHz microwave relay towers. While the
operator offers services up to 4Mbit/s, the 512kbit/s
service is used in this case. This method of connecting
to the internet should be available nationwide over the
next several years.

Each station was a standard PC running a new install of
the Microsoft Windows XP Professional operating
system. Only Hamachi, a remote desktop tool and the
‘ping’ tool were installed.

4 RESULTS

The stations were set to ‘ping’ each other at 30 second
intervals over the course of two weeks. This produced
approximately 40,000 data points representing the
round-trip time involved in sending a packet across the
communication channels. Each ‘ping’ had a data
payload of 32 bytes, was then encapsulated in a TCP/IP
packet, encrypted and encapsulated in a UDP packet by
the VPN tool, then sent across the Internet to its
destination were it was stripped of its TCP and UDP
framing, decrypted and echoed back to the source.
Results are presented in Figures 4a and 4b.
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Figure 4b Cumulative Probability Distribution of
Round Trip Times between stations

It is apparent that each communication channel has
distinct characteristics. ADSL(1) to QUB would appear
to be the most favourable connection. By visual
inspection, it would appear this channel has a Rayleigh
Distribution, as has been determined statistically by
Z. Sun and colleagues [5].

ADSL(2) to QUB exhibits a distinct bi-model nature,
visible in Figure 4a. It was subsequently determined
that the lower peak represented times the channel was
lightly loaded, while the upper peak represents those
times when the channel was used for peer-to-peer
activities. Peer-to-peer activities such as IPTV may
only move relatively small volumes of data, but can
flood the queue in a domestic router with large numbers
of packets going to and from many users. The bi-modal
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property is also apparent on ADSL(1) to ADSL(2) but is
substantially smoothed, likely due to the overall longer
round trip times involved.

A much more useful analysis can be achieved by
considering a standard which needs to be met and
determining what percentage of the time a channel will
adhere to the standard. This is readily achieved using
the CPD plot of Figure 4b.

As discussed in section 2.1, the benchmark for this
study was to be 80 ms for one way communication.
Doubling this time for a round trip yields a target of
160 ms. Table 1 gives the percentage availability, or
usability, for the 160 ms target of each channel studied
and seconds lost per day (i.e. time when another form of
protection must be available, such as ROCOF).

Table 1: Percentage Round Trip Times < 160 ms

Channel % <160 ms | Seconds lost
1 | ADSL(1) to QUB 100.00 0
2 | ADSL(2) to QUB 99.991 7.7
3 | ADSL(1) to ADSL(2) 99.925 64.8
4 | Wireless 64.041 31068

ADSL(1) to QUB is satisfactory, with the connection
usable for 100% of the time. It is likely that ADSL(2)
to QUB could also be tolerated, with only 7.7 seconds
per day requiring back-up protection, such as existing
ROCOF measures.

It is somewhat debatable if the 64.8 lost seconds of
ADSL(1) to ADSL(2) would be tolerable for a main
protection system, but would certainly be worth
entertaining as a complimentary system to help avoid
nuisance tripping.

Clearly connection 4 is not tolerable, with only 64%
availability, or 8.6 hours lost per day. However,
wireless broadband is an emerging technology likely to
dramatically improve in a matter of years. If the
benchmark were to be revised to 340ms, 99% of packets
would arrive on time by wireless.

5 MEASURES TO IMPROVE INTERNET
BASED PROTECTION

The results of section 4 would indicate that there is
potential in using the Internet as a method of
communicating protection signals in the absence of, or
to avoid the cost of, more expensive and established
methods such as leased lines. The problems inhibiting
its use are those common to all real-time Internet
systems (VolIP, IPTV), specifically 1) the variable
latency of the communication channel and 2) the inter-
arrival time between successive packets. Some packets
will be lost, and with no time available to allow for a
repeat request, will have to be abandoned.

Figure 5 summarises the major delays. These are the
minimum delay, the best time possible taking into
account the physical distance between source and
destination and the processing delay of equipment on
the line, inter-arrival delay, when the destination must
wait between packets arriving, and sequence error delay
when the receiver must put itself on hold until it has
assembled the incoming packets in the correct order.

Source Data

|1|2|S|4|5|6|7|8|9|10|___

INTERNET PROTOCOL

Received Data
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Figure 5 Major delays using IP

Since power system protection data will typically be
small enough that one packet could represent a complete
block of data, it is possible to apply strategies which
may improve on delay at the expense of dropping
packets. This would be more difficult whenever blocks
of data span several packets.

5.1 Time Code Stamping (GPS)

A common method to accommodate communication
delays is to stamp each packet with a time code. The
receiver is able to use the time stamps on each packet to
establish how long it has taken each piece of data to
travel to 1it, since the receiver’s clock will be
synchronised to the transmitter’s clock. Once it has
determined the age of the packet, the receiver can
discriminate as to whether the packet will contain useful
information, or if the relevance of its data has expired.
If it is no longer relevant, it would be discarded. This
can dramatically improve on sequence error delay.

Phasor Measurement Units (PMUs) already offer time
stamp functionality, typically using the GPS satellite
network as the reference time, although the time
stamping is typically used for post fault analysis rather
than real time protection.

5.2 Fixed and Adaptive Buffering

Buffers are commonly used on the Internet whenever a
stream of data must be delivered without a disruption in
the playback, such as Internet radio. Buffering times for
Internet radio of several seconds are tolerable so long as
the quality of the playback is not disturbed for hours.
Such buffers are typically fixed in size.

VoIP must use buffers tens of milliseconds in length.
The ITU’s G.114 recommendation specifies overall
delays should not exceed 150 ms [6]. In order to
achieve this, adaptive buffers may be used. An adaptive
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buffer is one in which the length of the buffer varies
according to the observed delays. Unfortunately this
can lead to fjitter’, on a VoIP conversation this is
observed as a distortion in the length of the silent
periods. Melvin and Murphy propose a new algorithm
to improve jitter under adaptive buffering, although
some packet loss is experienced [7]. Forward error
correction is applied allowing lost data to be
reconstructed. Were this solution to be applied to power
system protection, a method of extrapolating and
interpolating for lost data would need to be
implemented.

6 APPLICATIONS

The preceding analysis of Internet Protocol was
application neutral, assuming only that a signal of some
sort needed to be broadcast to some destination. With
loss-of-mains protection the subject, a possible
candidate for broadcast would be a system frequency
reference or a reference phasor.

6.1 System Frequency Reference

When a distributed generator experiences a loss-of-
mains event, there are circumstances when the
distributed generator will be able to meet the islanded
demand and maintain a power island with statutory
voltage and frequency. See Figure 6. When this
happens, the mismatch between generation and demand
is usually small enough that the transients which occur
fail to trigger G59 protection.
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Breaker (Open) Breaker (Closed)
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Figure 6 Structure of a Power Island

The islanded generator’s controller will have a
frequency set point matching that of the utility to which
it was previously synchronised, 50Hz. In a very well
balanced power island, the islanded frequency will be
maintained very close to 50Hz, but due to small
fluctuations in demand there will be a little frequency
and phase drift. If the utility wide system frequency
could be communicated to the distributed generator,
such fluctuations in frequency and phase could be
detected and a decision to trip could be made.

6.2 Inter-tripping

Tripping using a system frequency reference requires
very accurate measurement of both the local and utility
frequency and precisely synchronised clocks. A method
of tripping which does not so heavily rely on precision
instrumentation is inter-tripping.

Traditionally inter-tripping schemes have been limited
to transmission level protection and require pilot wires
between ends of the circuit protected for
communication. The proposed system would use the
Internet as the medium for communication, and a server
system to broadcast status information to each relay.
See Figure 7 for a simplified illustration.
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Figure 7 IP based Inter-tripping scheme

In the event of a fault on the utility’s main circuit such
that circuit breakers ‘1’ and ‘2’ open, the server will
gather these status indicators in and broadcast them to
the relevant relays. The relay controlling circuit breaker
‘3’ would realise that it is disconnected from the utility
and open circuit breaker ‘3’.

Naturally such a system would require a distributed
network of servers, as discussed in section 2, to allow
for both maintenance of any one server or the possible
loss of a server without adversely affecting the power
distribution system.

6.3 Ancillary Services

In addition to offering protection, a real-time
communications channel to distributed generators offers
the possibility of harnessing the increasing capacity of
installed DG for ancillary services.

Such ancillary services might include:
1. Reactive (VAR) supply and voltage support
2. Spinning reserve
3. Peak lopping (utility wide)
4. Intermittent renewable support (wind turbine back
up by diesel generators which guarantee supply)
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Such services might yet take some time to become
established as utilities are only now putting in place
structures which would allow for payment for ancillary
services.

7 CONCLUSIONS

Internet protocol offers the potential for real-time
communication in both point-to-point and point-to-
multipoint scenarios but with a degree of unreliability
caused by the fundamental ‘best effort’ nature of the
protocol. Despite this, there are strategies which may
be used which make it relevant for use in distribution
level power system protection, were the margin between
cost of protection plant and cost of protection failure is
less. With the ongoing advancements in the
telecommunications sector, it is expected that the
quality of real-time applications over Internet protocol
will only improve with time.
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